“Use of the Internet”
Summary of the guidelines issued by the 

Personal Data Protection Commissioner

The use of the Internet is constantly increasing and many new ways of using it are constantly appearing. A lot of personal data are exposed on millions of websites and anybody with an internet connection can have access to these data from all over the world.

We need to learn how to use it correctly so that we can take advantage of the services that it can offer us without exposing our personal data or putting our privacy at risk.

Personal data is any information that relates to an individual that can be recognized and includes photographs as well.

Do not publish excessive personal data on the Internet. You don’t know from whom and how they may be used.
Many users are publishing a lot of their personal data on their personal webpages, blogs and social networking sites without knowing how and from whom they may be used. Anyone can be reading these data like for example their parents, persons that envy them, or even criminals.

In many cases even if they delete some of their data from their webpage, these may still be available through cashed copies of some search engines.

You are not anonymous on the Internet. Your actions leave traces.

Many people think that they are anonymous on the Internet so they are not disclosing their personal data, but in reality our actions on the Internet leave traces, so in some cases we can be traced. In every visit to a webpage, our IP address is logged and sometimes cookies (small text files) are placed on our computers from various webpages that we have visited and in some cases they can be used for monitoring our activity on the internet.
Our personal data on the Internet can be stolen without us knowing it.

The risk of having our personal data stolen has increased in the last years.

Spy-ware programs (that can be installed on the computer through a virus or together with a free program) gather various personal data of the user and send them through the Internet. Often fake email messages are sent that try to trick the users into giving their passwords of various online services (Phishing). Other scams also exist like for example the cases where the users receive an email stating that they have won a lottery and in order to receive their winnings they need to pay some expenses for the transfer of the money.

Suggestions

- Do not disclose excessive personal data on your private webpages. 
- Be careful to whom you disclose your personal data on the Internet. 
- Install a firewall and an anti-spyware program on your computer.

